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Understanding how privacy of an individual degrades as the number of analyses using their data grows is of
paramount importance in privacy-preserving data analysis. On one hand, this allows individuals to partici-
pate in multiple disjoint statistical analyses, all the while knowing that their privacy cannot be compromised
by aggregating the resulting reports. On the other hand, this feature is crucial for privacy-preserving algo-
rithm design — instead of having to reason about the privacy properties of a complex algorithm, it allows
reasoning about the privacy of the subroutines that make up the final algorithm.

For differential privacy [1], this accounting of privacy losses is typically done using composition the-
orems. Importantly, given that statistical analyses often rely on the outputs of previous analyses, and that
algorithmic subroutines feed into one another, the composition theorems need to be adaptive, namely, allow
the choice of which algorithm to run next to depend on the outputs of all previous computations.

Given the central role that adaptive composition theorems play for differentially private data analysis,
they have been investigated in numerous works. While they differ in some aspects, they also share one
limitation. Namely, all of these theorems reason about the worst-case privacy loss for each constituent
algorithm in the composition. Here, “worst-case” refers to the worst choice of individual in the dataset and
worst choice of value for their data. This pessimistic accounting implies that every algorithm is summarized
via a single privacy parameter, shared among all participants in the analysis. In most scenarios, however,
different individuals have different effects on each of the algorithms, as measured by differential privacy. As
a result, it is unlikely that any individual will have the worst-case effect on all the steps of the composition,
suggesting that accounting based on existing theorems may be unnecessarily conservative.

In this work, we present a tighter analysis of privacy composition by computing the associated diver-
gences at an individual level. In particular, to achieve a pre-specified privacy budget, we keep track of a
personalized estimate of the privacy loss divergence for each individual in the analyzed dataset, and ensure
that the respective estimate is maintained under the budget for all individuals throughout the composition.
We do so by applying each analysis only to the points that are estimated to have sufficient leftover privacy
budget. Our accounting technique relies on a novel filter for Rényi differential privacy [2]. A filter is a
tool that ensures that the privacy parameter of a composed sequence of algorithms with adaptively-chosen
privacy parameters does not exceed a pre-specified budget [3]. Our filter simplifies and improves on the
(ε, δ)-differential privacy filter construction of Rogers et al. [3]. We apply our results to the analysis of
noisy gradient descent and show that personalized accounting can be practical, easy to implement, and can
only make the resulting privacy-utility tradeoff tighter.
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